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A (static program analysis)
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tl“g:  C, memory leak/buffer overrun/etc, 7% A& F 6/KLOC, &%
100Loc/sec

Memory leak detection (SPEC2000 and open sources) (as of

01/04/2008)
Programs Size | Time | True | False
KLOC (sec) | Alarms | Alarms oA e
art 12 0.68 1 0 Sparrow System, an Industrial-strength
equake 15 1.03 0 0 Static Bug-Finder for C
mef 19 277 0 0 Kwangkeun Yi, Seoul National University
baip2 a6 152 1 0 o i .20 Tme: 200
e s 166 i b on: 32:0063~Stor Confrence Room  Rareshmen: 14574
parser 10.9 15.93 0 0 Pt =
ammp 132 9.68 20 0 -
vpr 16.9 7.85 0 9
crafty 194 84.32 0 0 : " x
twolf 19.7 68.80 5 0 - a
mesa 50.2 43.15 9 0 s o3
vortex 526 | 34.79 0 1 [ —— SCHOOL OF
gap 504 | 31.03 0 0 : COMPUTER SCI
geo 205.8 | 1330.33 44 1 'SPECIFICATION and VERIFICATION CENTER
gnuchess5.07 | 17.8 9.44 0
haperea e | (2510 1366 0 o Title: Sparrow System an /ndusm'al;r;
sed-4.0.8 268 | 13.68 29 31 Static Bug-Finder for C
tar-1.13 283 | 1388 5 3 Wean Hall - WEH?220
grep-2.5.1a 315| 2219 2 3 ey Feceumy 15,2000
openssh-35p1 | 367 | 10.75 18 4
bison-2.3 484 48.60 4 1
openssh-4.3p2 | 77.3 | 177.31 1 7
fftw-3.1.2 184.0 15.20 0 0
httpd-2.2.2 316.4 102.72 6 1
net-snmp-5.4 358.0 | 201.49 40 20
binutils-2.13.1 | 909.4 | 712.09 228 25
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SPARROW (as of 2008)

@ static analyzer

o fully automatic and scalable
@ detects common bugs

e buffer overrun, memory leak, null dereference, uninitialized

access, divide by zero, etc.
@ for non domain-specific C code
From the elusive three (deep property, scalability, automation)

— deep property

+ domain-independence




Steps of SPARROW

One-button solution with four steps:

source pool
— o
build SCI’iDt source code syntax trees
fix bugs @ ./
modehng
bug report anayied real execution paths

execution behavior




Our motivation (as of 2004)

@ to prove that static analysis is “useful in real world”

@ curious about “extra miles” from academia to industry

Of course, the reality

@ has been challenging us a lot, and

@ we've been struggling to respond to.




SPARROW-detected Overrun Errors (1/3)

@ in Linux Kernel 2.6.4

625 for (minor = 0; minor < 32 &% acm_table[minor]; minor++);

713 acm_table[minor] = acm;

@ in a proprietary code

if (length >= NET_MAX_LEN)
return API_SET_ERR_NET_INVALID_LENGTH;

buff[length] |= (num << 4);

@ in a proprietary code

index = memmgr_get_bucket_index(block_size);

mem_stats.pool_ptr[index] = prt

@ in a proprietary code

imi_send_to_daemon(PM_EAP, CONFIG_MODE, set_str, sizeof(set_str));

imi_send_to_daemon(int module, int mode, char *cmd, int len)

{

strncpy(cmd, reply.str, len);
cmd[len] = 0;




SPARROW-detected Leak Errors (2/3)

@ in sed-4.0.8/regexp_internal.c

948: new_nexts = re_realloc (dfa->nexts, int, dfa->nodes_alloc);

949: new_indices = re_realloc (dfa->org_indices, int, dfa->nodes_alloc);
950: new_edests = re_realloc (dfa->edests, re_node_set, dfa->nodes_alloc);
951: new_eclosures = re_realloc (dfa->eclosures, re_node_set,

952: dfa->nodes_alloc);

953: new_inveclosures = re_realloc (dfa->inveclosures, re_node_set,

954: dfa->nodes_alloc);
955: if (BE (new_nexts == NULL || new_indices == NULL

956: || new_edests == NULL || new_eclosures == NULL
957: || new_inveclosures == NULL, 0))
958: return -1;

@ in proprietary code
line = read_config_read_data(ASN_INTEGER, line,

&StorageTmp->traceRouteProbeHistoryHAddrType,
gtmpint) ;

line = read_config_read_data(ASN_OCTET_STR, line,
&StorageTmp->traceRouteProbeHistoryHAddr,

&StorageTmp->traceRouteProbeHistoryHAddrLen) ;

if (StorageTmp->traceRouteProbeHistoryHAddr

NULL) {
config_perror

(‘‘invalid specification for traceRouteProbeHistoryHAddr’’);
return SNMPERR_GENERR;




SPARROW-detected Leak Errors (3/3

@ in mesa/osmesa.c(in SPEC 2000)

276: osmesa->gl_ctx = gl_create_context( osmesa->gl_visual );

287: gl_destroy_context( osmesa->gl_ctx )

1164: GLcontext *gl_create_context( GLvisual *visual,
GLcontext *share_list,

void #*driver_ctx ) {

1183: ctx = (GLcontext *) calloc( 1, sizeof(GLc

476: static struct gl_shared_state *alloc_shared
477: {

489: ss->DefaultlD = gl_alloc_texture_object(ss,
490: ss->Default2D = gl_alloc_texture_object(ss, 0, 2);
491: ss->Default3D = gl_alloc_texture_object(ss, 0, 3);

1257: void gl_destroy_context( GLcontext *ctx )
1258: {
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“Q oF5)| A abstract interpretation”

theory
“type system”, “model checking”, “theorem proving”

pl, se, veri.
“data-flow analysis”, etc.

cmplr
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e C, Java, ML, Bluespec, Dalvik, x86, binary, etc.
o "buffer overrun?”, “memory leak?”, “unhandled exn?”

“x=y at line 27", “memory use < 2K?", “terminate?”,

“race?” etc.

“One-on-One”: B4 7]171%, 190 1444,
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x = readlInt;
while (x < 99)

X++:

AYZ/Fol W 27k A ghe?




2 Qo] AR:
e C, Java, ML, Bluespec, Dalvik, JVM, x86, binary
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o buffer overrun? memory leak? race? uncaught exn?

N
s

time/power/memory/wire consumption? equivalent?

terminate? etc.
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Scal.abi.ti.tv Automation
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3] 9] 7 X (false alarm)
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L2 F A= 7](bug-finder)
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@ not exhaustive
@ a few false-alarm

@ domain-independent

59 dEE <20%
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T A" A= 7)(verifier)

LR7F el vk 22l
@ exhaustive
@ zero false-alarm
@ domain-specific

39 dEE <1%
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A3 A=

0 o2
o "multi-staged programming language” (e.g. web pgm): &4
ol g A?
o "implicit programming” (e.g. Haskell, Scala, C++ Concept):
A4 ojgA?
o AA
o Sparrow 7JA1: more scalable, alarm clustering, etc.
o Android app ¥4 7]: privacy leak detector
e semantic clone detector
e binary malware detector

o Bluespec analyzers

e Hypervisor Xen core verification by Coq
@ == =: POPL'06, POPL'11, ICSE'11, VMCAI'11, TACAS'11,
TOPLAS, SPE, TCS, Acta Info. etc.




SW Clinic Service

o T4 C=Z=2a3 AF 4, Cz2a5) /A 5

@ http://rosaec.snu.ac.kr/clinic

800 ROSAEC Software Clinic

GE' () o) () (€. np:srosace.snuac ke dinic/

Most Visited - Software ~Getting Started _ Latest Headlines
(3 ROSAEC Software Clinic

St boat caroon® ) (B

R&SAEC center

Software Clinic Service

ECPE

LZEQo 24 9lF

U&LIck: %, b, *C, e, * zip,

Ewitterd
Join the conversation

ZaPEY SWe F3




