SS˝! Śȷ fĄú æć Š£ŤŰ Ûu èSSð Ŋu The LET Project: program analysis for smalL/safE/smarT code

¸ aŰ email: kwang@cs.kaist.ac.kr phone: 042.869.3536

;SąY ćvYą§ÁÙ(KAIST)

1 [CC§

Şu\˚ ?fi {Ňâ` #LŽ V!Øœ£ Ŋ@ü8 ŞŽńŞőŹ :¸ć {Ň6 ÞE¸ˇ ffiqŢř. ŞŽńŞ ìźìĆt ŹŚ?£ uĄý ÛS £ţ {Ňâ`, ŞuæĆt $Âć SS Ă‹Y ÙAÍ:‚ ùm£Ş£ SĄüŹ ,¸ř. ¸ăć {Ň6 ÞEĆtŹ Š£ŤŰ ìś| Ć ŻÅć ŚȷÙĄ¸# Ú¸Íffi¸ ć {ŇâĆ ?Ł–Ş ML ; ČG˚ {ŇâĆ ØqK –3 ýř. Š£ŤŰ ÙĄffiù Ť ÙĄĆ "Üý §Áú ‚: 3Ć˚ľ /\˚ ĄŮ£ V!Ø ú `ľ Ş–{¸ CWþ ¡ –§ :[¸ř. ?fi Š£ŤŰù Şuæõ aŽœ£ îIřę8 t ŻÅć VĆt ŻÅć ıÙ(Śȷ ÙĄ, Ú¸Í, CPU, -?ý#)ú :èĆ ôÙăŁ ȷz ú ȷ˝XŹ ,¸ ‹\:¸ üŹ ,¸ř.

¸ăć {Ň6 ÞEĆ /:œ£ :ßăŹ Śȷõ ˇffi§ æľtŹ ŞŽńŞ f´Ş Gć ˘ù [Cffi¸ ľ@übćř. ]Á, Ç&˚ {Ň6ÞE(desk-top computing) Ćtê ìśŚ ȷ˚ ÙĄY Ú¸Íõ :èĆ ôÙľt(%SS¿£Ùâ ÝăffiŁt) Š£ŤŰú ìśăŹ ,ù `ăľţÏ ‹¸ř. Ťă# yŠ˚ ; Şu: {Ň6 ÞEĆt [C` üŹ ,ù, Ťăć ‹ ffi¸ ;ČG˚ ?fi {Ňâõ Zù #LŽ V!Øú ÍL y»& jY þê£ Ňfă3 ýř Ź ,¸ř. ;ČG ?fi Śȷ` aŽœ£ Şuæõ ÓŤ¸8t PÌıĆ3 /:˚ Ąăú C WăšL E.ăŹ ÞEĆt Ťăć ‹ffi¸ ‹q#Ź ,¸ř. ¸ăć ÞEĆt /:œ£ ¡ śüŹ ŚȷŹ řü˚ [Cõ ľ@ăL –qb ćř.

• Śȷ˚ K;Ą Ã$: V!Øú `ľ ¡ÙĆt CWþ Ý"A ř¡˚ Śȷ` Ç& Ţś| ‚ Š£ŤŰ˚ K;ú ľXŞ MŹřŹ ,ú yý *Šč ¡ –qb ćř. Śȷõ CW ăŹ QĆt K;Ąú *Šľ}b č < IęĘ, ŃIfi Q¸ Ť *Š4Ìú řè Ý‚ č ¡ –êÀ ľb ăŹÚ, Ť K;Ą˚ S&ĆŹ Ţś|‚ Š£ŤŰú 7ś:œ£ | şèÅŞ ˙IbćřŹ §Æ:‚ S&< IęĘ, ıÙ(CPU, -?ý)ú qŮ ¸\ù P ÌăŞ ˙Ib ăŹ #˚ aľæć CcS&¸ ?~ jěýř.

• Śȷ˚ /ŹÜ: Śȷ˚ ¿§` /Âć ȷIt V!Ø\Ćt˚ ]êüÌ¸ /Ź£ îŞ üb ćř. ›ù ‹ú ăŹ řô E. ŚȷÃř ˙ý PÌıĆ3 ;ţüb ă§ :[¸ ř. • Śȷ˚ ı§ /:Ü: ¸ľ3 ľt PÌıĆ3 ˙ý ?Űć ŚȷŹ PÌı˚ PÌ Cä Ć ıê˚ Ąăú /:Ü èÈ ¡ –Ź è^¸ Ì –ú ,¸L, ¸ľ3 ìś Śȷ SSSS £` PÌCäú ‚éľt ıêú /:Üč ¡ –ř8, ȷIt ˙ý ÓŤ‚ $>ù Ì Î Ţ`þ ,¸ř.

2 ČG: Ŋuôş

Ÿ£ğ Š£ŤŠČ èSSðĆ Âć ŊuŹ Ç&˚ ‚âV Š£ŤŠČ èSSðĆ Âć Ŋu ffi[DFW96, Rou96]¸# òČÂ V!Ø IÅí@[TW96, SFG^+96]Ć Âć Ŋu£ #ĂqŮ ¡ –ř. ‚âV Š£ŤŠČ ÞEŊuŹ Javaõ |îœ£ Ç&˚ ‚âVĆt îY:œ£ P Ìþ ŹŠ!SSq èSSðĆ [ć Ŋu¸L, òČÂ V!Ø IÅí@ ŊuŹ Ç&˚ ‚âV˚ ćGõ Jqtt, Æ CKtĆt \AăŹ, ; Şu: V!Ø {Ň6 ÞEú u9ăLı ăŹ Şş˚ Ŋu¸ř.

Âv:‚ Ŋu ŤÝù IŠő ›ř.

• Proof Carrying Code [Nec97], Carnegie Mellon University: Śȷõ CWăŹ QĆt Ś ȷ˚ K;Ą Š<ú Śȷő ěÍ Ã4L, PÌăŹ QĆt Ť Š<¸ 0Ęč Śȷ˚ Š <‚Şõ Ý‚ć ó ŃIffi¸Ź è#ýąř. IŤù ŹŚ? ŚȷÙĄĆ ćľ ‹òfý é(first-order logic)œ£ vÇüŹ ĄŮ˚ Š<ú řØ8t Ť `ăĄú ŊuăL –ř.

• SwitchWare [SFG^+96], University of Pennsylvania: V!Ø SSæa dȷĆ Š£ŤŰú ìqt SSæa dȷ˚ {Ň6 ăşú ş\èÅšŹ Ŋu£t, ¸ăć èSSðú Ûuă Ź ¡ą:‚ ?Ýú LKăšŹ Ŋuő ěÍ Ţś|Ć–ř.

• Active Network [TW96], MIT: SSæa dȷĆ ;ţüŹ DË(packet)¸ ş£ć @:Ş ő Ú¸Íˇœ£ uĄý ,¸ IęL Š£ŤŰê `ŞL –qt(capsule), oÛ¸ ´ SS æa dȷõ `Yč: 0Ęč Śȷ` ¡śüêÀ ăŹ V!Ø IÅí@˚ uÇú @v £ăL –ř.

• Safe Internet Programming [DFW96], Princeton University: Ç& ‚âV Š£ŤŠČ sq£ Ù\|‚ Javaõ XÌ K;ă3 ¡śèÈ ¡ –êÀ ă§ æć èSSð §Áú Ŋ uăL –ř.

• Project Cristal [Pro, Rou96], INRIA: ÝĹtĆtŹ ML[MTHM97]¸ĘŹ òČÂ sq õ §Łœ£ ëı:‚ ‚âV Š£ŤŠČ èSSðú ŊuăL –ř.

• Mobile Agent/Softbot/Intellignet Sensor [Lan94], MIT,Stanford,CMU: V!Øú ÓŤ ¸6 ŞAý ȷzú ăô:œ£ ¡śľ `Ź ŚȷĆ Âć Ŋu£ ‚WŞă ÛbĆt „ Ňý §Áú ĘÖœ£ ćř.

Æ ŊuGèY `$ `ńÏ Ŋuõ ŢśăL –L –Ź ŤÝù CMU ŤÝ‚Ú, Š<(theorem proving) èSSðY Í« ¸Áú ¸Ìľt Śȷ˚ K;Ą *Š [Cõ řØL –ř. ¸ ŤÝù IŤ Š£ŤŰ Ûu(static analysis) ÛbĆt 9:ć ¸Áffiú ¸ÌăL –Ş GăL –ř.

Java# Agent[ť ŊuŤÝffiù Ÿ£ğ {Ň6 ?Ý˚ y}ć ÛuĆ §#ăL –Ş M ú <Ìă, yŠ˚ V!Øù ŞŽ˚ ‚âVYŹ ˘ù ò¸(´ SSæa dȷ` Š£ŤŰ `ăć ‹Ł Š£Čt˚ ¡uœ£ ş\üŹ #)` –ú ,¸§ :[Ć, ¸ăć Ŋuffi¸ òČÂ V! Ø Š£ŤŠČ ÞEĆ Ö3 :ÌüŹ §Ł§Áú ˇffiq 7ŞŹ ˚[¸ř.

v4˚ Š£ŤŠČ èSSð Ŋuffiù Java [ť Ŋuffi¸ SSŇă3 ŢśüL –ŹÚ, ¸ Ŋ uffiê Š£ŤŠČ sq ¸Á¸# y}ć {Ň6 ?ÝĆ §#ăL –Ş M§ :[Ć, yŠ˚ îY:‚ Ÿ£ğ {Ň6ú `ăă3 ăŹ łî §Ł§Á£ Ù´ü§Ź *ffi,œ£ Ã‚ř.

ŤýL, Æ Ŋu` Ţś|Ć ĺ\ Ť Ň;YAú Ś~Ć ~qb ăŹ Ûb£, Š£ŤŠČ sq ?ÝĆ Âć Ŋu` –ř. yŠ˚ Ÿ£ğ {Ň6 ÞE˚ GS ?Ýú CKăL Ť ?ÝĆ §#ć řjć Š£ŤŠČ sq ?Ýffiú LKăŹ Ŋu£˚, Milner˚ Pi-calculus[MPW89a, MPW89b], Fournet˚ Join-calculus[FG96, FGL^+96, FLMR96], Cardelli˚ Ambient-calculus[CG98], Abadi˚ Spi-calculus[AG97a, AG97b]#¸ –ř. yŠĆŹ, ¸ăć §#:‚ ?ÝffiĆ §Łć

^£Ï Ÿ£ğ Š£ŤŠČ sq` ˇffiqŞ$#(Obliq[Car94, BN96], PLAN[HKM^+98] #), §U˚ sqĆ :<ć Ý$¸[TLP^+93] ¸Øq Ů ,œ£ Ž\ýř.

ÍýŹ ¸ăć Ÿ£ğ Š£ŤŠČ ?Ý˚ łî uSffiĆ Âć ¸Á Ŋuõ ĺ\ Lšă3 þ ,¸ř. „ń ¸îŹ, Æ Ŋu` ¸ăć ?ÝĆ §#ć yŠ˚ sqffi˚ {7‹ă èSSð Ć Ö3 :ÌüŹ łî§Áú ˇffiq4b ă§ :[¸L, ˚ń ¸îŹ, Ťăć y}ć ?ÝĆ §#ć ŊuŹ Íý` Â\œ£ ăŹ Š£ŤŠČ sq˚ y}ć ˚yuSõ CWăŹ §#` üq Íý Ŋuõ y<& *ŠăL Ť ćGõ Ś<ăŹ ÚĆ Ż¡¸§ :[¸ř.

2.1 Æ Ŋu˚ òżĄ

ÍýŹ Š£ŤŠČ sq ¸ÁĆ §#ć y}ć Š£ŤŰ Ûu(static analysis) ¸Áú ¸Ìľ t CKć [Cffi˚ ľ@þú Ŋuč ,¸ř. ]Á, ŞŽńŞ˚ Ŋuffi¸ ¡ą:œ£ ffi Aý ý ¸ÁĆ §#ăŞ MLê ĄW:‚ Ŋu@Yõ `Kď ¡ –}L, ŹŠ!SSq ¸Áffiê { Ň6 Çìú ?Û& Ûuč ¡ –Ź ?Ýú CWľ sŞ Gć 8¸ –ř. Ťă# ; Şu: V !Ø {Ň6 ÞEù Ť Ś?ő Ä!Ą¸ ŞŽńŞőŹ üpþ ¡ {§ :[Ć ¡ą:œ£ Å cý ?Ý¸ Û ŻÅăL, /Ű˚ Š£ŤŠČ sq ¸ÁĆ Âć ŊuĄYffiù ¸ăć ÞEĆ t ìśüŹ Š£ŤŰú ÛuăŹÚ îÌć ¸Á¸ þ ¡ –ú ˇÂ üc:œ£ Ą$ăL – ř. ¸ăć ¸ÁĆ §#ăŞ MLtŹ LKý ľ@ŞK˚ ćGõ 7Jč ¡ ê {L, ¯& – ú ¡ –Ź Ŋu@Y˚ ąêõ y<& *Šč ¡ê {ř. ŹÕć §ŁæĆt LKý Ŋu@Y Ź qŮ£^ XCK čýŹ řýő ›¸ æŒ£Ð ¡ ĹĆ {L, Űşş–Ź Ŋu@Y£ Ň; ă§ĆŹ ŃÙT¸ þ ,¸ř.

;ČG:œ£, Š£ŤŠČ èSSðú ŊuăŹ ŤÝù Â\œ£ ăŹ Š£ŤŠČ ‚u˚ [ Ą(programming sociology)ú 0Ę`§ :[Ć(Java sž˚ EÍő ›¸) Š£ŤŠČ sq˚ ê ¸Áú ŃIffi¸Ź ,¸ ŮýL, Š£ŤŠČ sq ¸ÁĆ C~ăŹ ŤÝù Š£ŤŠČ èSS ð §ÁĆ˚ ßÌĆ X[îăř. ¸ ’^õ Æ Ŋu` WĲč ,¸ř. Æ‚¸ ¸ ~ Ûb˚ Âv :‚ ŊuŤÝ(Center for Supercomputing Research and Development, University of Illinois at Urbana-Champaign Y Software Principles Research Department, Bell Laboratories) Ć t Ŋuć »>ú ?~ ôÙč ,¸6, Ť |îĆŹ Æ‚¸ ŞŽńŞ ĄW:œ£ ¡śľč,˚ yuSĆ «´ć Š£ŤŰ Ûu (semantics-based static analysis) Ŋu` ıýč ,¸ř.

3 Ŋu`z

Æ YCĆt CKć [Cffi˚ ľ@ĆŹ, Š£ŤŠČ sq˚ y}ć ˚yuSĆ §#ć Š£ ŤŰ Ûu(semantics-based static analysis) §Á¸ łî¸ ýřŹ ,¸ Íý˚ «$¸ř. Š £ŤŰ Ûu(static analysis)ú `ľt Š£ŤŰ¸ ìś|Ć `Ů ¡ –Ź ĄŮú yý ŽQ č ¡ –ŹÚ, ¸ ŽQú `ľt

• Śȷ` sqŢ K;Ą˚ S&ú ìś|Ć ĺ\ ˇTăŹŞõ *ŠăL

• ›ù ìś @Yõ `ŞŹ `$ }ê–Ź Śȷ£ žÍă6

• ìś|Ćˇ `ăć Śȷ˚ /:Ü YAú yý ě¡£ Åcľt ŚȷĆ 3š Ã4Ź , ¸ `ăă3 þ ¡ –§ :[¸ř.

Æ‚ù, Š£ŤŠČ sq˚ AÍ:‚ ˚yuS(mathematical semantics)£ Ùâ Š£Ť Ű˚ ĄŮú ŽQăŹ Ŋuõ ¡śĆ ţŹÚ, ¸ Ŋu ĄYffiú G§£ ľt æ˚ Č `Ş [ Cffi¸ ľ@þ ¡ –ú ,œ£ |3 ü}ř:

• Śȷ˚ K;Ą: Š£ŤŰ¸ ìś|Ć 7ś:œ£ |şüŞ MŹřŹ §Æ:‚ K;Ą (type safety), Š£ŤŰ¸ ìś|Ć ıÙú v˝ ¸ăˇ PÌľb ćřŹ ìśüÌ˚ K;Ą (resource safety), ìś|Ć ĺ\ cŽć ÙY(Žõffiq, -?ýĆ vÇüŹ ý SS!uSŹ ĺ\ "A -?ý ŰŃĆtˇ uÇýřŹ #)ú u¡ľb ćřŹ K;Ą (invariant safety) #ú *ŠăŹ ,¸ ?~ Š£ŤŰ˚ Ûuú `ľt `ăľŢř. ¸:, LKý Ûu§` „˚˚ Š£ŤŰ˚ ìś|Ć ŇfăŹ ?fi EÍõ ŽQćřŹ ,¸ Š<üb ăL, ¸ Š<ù Â\ Š£ŤŠČ sq˚ ˚yuS éœ£ Ùâˇ¸ y }ă3 Ţśþ ¡ –ř.

ć‘, Š£ŤŰú ŃIfi QĆt K;Ą *Š¸ CÂ£ ý ,‚Şõ Ý‚č ¡ –qb ăŹÚ, ¸ Şłê Š£ŤŰ Ûu¸Áú ¸Ìľt LKþ ¡ –ř. ?fi Š£ŤŰ Ûu ˚ GS YAù ŁÄł(fixpoint iteration)ú PÌľt uÇ þ ¡ –ŹÚ, ¸ ŁÄ YA ú $flt /[:œ£ žăŞ MŹ(repeat until no change) Ûu ¯ú üŹ ,¸ Ûu ˚ YA¸ ýř. ¸:, ŁÄ:œ£ GSüŹ Ûu ¯ffiù ĺ\ şSŠ`ă3 üŹÚ,¸ ăć Ûu GS˚ şSŠ`(monotonicity) ĄŮú ¸Ìč ¡ –ř. Śȷõ CWăŹ Q ĆtŹ Śȷ˚ ´ éffiĆ Âľ Ûuý 4Ìú ŚȷĆ 3š Ã4L, Śȷõ ŃIfi QĆ tŹ ¸ 4ÌĆt Ùâ Ûu˚ ŁÄ GSú ¡śľ Æř. ¸: GS˚ „ ŁÄ óĆ Ť 0Ęč 4Ì¸ žăŞ MŹ ,¸}ř8, Ť 4Ìffiù ďĘô Ûu 4Ì¸ĘŹ ,ú Ý êă3 ýř.

• Śȷ˚ /ŹÜ: sqŢ Š£ŤŰú ›ù ‹ú ă8t ÌÎ }ê –Ź Š£ŤŰœ£ ž Íľ s§ æľtŹ, Ť Š£ŤŰ¸ ìś|Ć Xá‹ú ğ¸Ź Şõ Ûuľb ćř. L Ký Ûu§Ź Š£ŤŰ¸ ìś|Ć ‹œÈ ¡ –Ź ?fi -?ý Łßú ˇŹ{¸ ŽQ ľt ô‹ć -?ý Łßú ¸«q4Ź L }ê Śȷõ fĄă3 ýř. Š£ŤŰ Ûuú `ľt ŚȷĆt ›ù ¯ú GSăŹ |Äý é¸# ìś|Ć PÌü Ş Mú ¯ú GSăŹ éffiú üI7 ¡ –ř. Z, Śȷ˚ ]êüÌú v¸Ź ć Şł œ£, Śȷ˚ ¿§ő Ť Śȷ` ˇffiq4Ź ¯˚ ¿§õ üpľt ȷù ,ú ìq Ã4 Ź I¸%q` –ú ¡ –ŹÚ, ¸: Śȷ` ˇffiq4Ź ¯˚ ¿§õ Š£ŤŰ Ûuú `ľt ŽQč ¡ –ř.

• Śȷ˚ ı§ /:Ü: Śȷ SSSS£ «şCäú ‚éľt ıêú /:Ü èÅ§ æľtê Š£ŤŰ Ûu¸ îÌă3 5‹ ¡ –ř. Š£ŤŰú /:Üă§ æľtŹ Š£ŤŰ˚ ìś 4Ìú yý ÛuăL –qb ăŹÚ, ÛuăŹ ê|Ć Ù¡:œ£ 7Jþ ¡ – Ź ,¸, ìś|Ć qE AÃõ N3ü8 qCć ĄŮú `Ş3 üL 0Ęt qN3 / :Ü þ ¡ –ŹŞ¸ř. ¸ăć /:Ü `ăĄú ě¡Þ£ Åcľt ŚȷĆ 3š Ã4 Ź ,¸ `ăľ Ţř. ¸ľ3 0Ę^ /:Ü ě¡Ź ìś|Ć ŇfăŹ «ş¸ êÜx ¸ üqt, ›¸ č Śȷõ /:Ü èÈ ,¸L ¸ľ3 /:Üý ŚȷŹ řüĆ ąŹ ü æć «şĆ Âľt /:˚ ìśú č ,¸ř.

4 Ŋu4ÌĎ 8Ţ–G

Ŋu 8Ţù ~ `Ş 9œ£ uĄýř: ć Şşù æ˚ Č`Ş Ŋu [Cõ ă#B ľ@ľ` Ź ,¸L, řô ć Şşù LKý ľ@þffiú ìC Š£ŤŠČ èSSðú u9ă8t ìÇľ ÃŹ ,¸ř.

¸: u9ăŹ Š£ŤŠČ èSSðù ML[MTHM97]¸ĘŹ sq˚ ^£Ï – æ˚ [Cffi Ć Âć żú ‚: Śȷõ fĄľ4Ź – {7‹ă` þ ,¸ř. MLù æĆ CKć [Cffiú {ŹÚ ŻÅć sq ¸Áú `$ ?ì& ‚: sq|˚ ă#¸8t, òČÂ èSSð Š£ŤŠ Č sq£ Ù\ăL –§ :[¸ř. Æ‚ù Ş& 3[ôK ML˚ y}ć ˚yuSĆ §#ľt

ML Š£ŤŰ˚ K;Ąú *ŠăŹ §Á(exception analysis)Y Í« î8 NLýŔĆt ČG :œ£ s@ŃŹ ŊuĄYõ ¸ØqąL –œ6, ÍýŹ ¸ Ŋ$x\Ćt, æĆt f˚ć ľ @ŞKffiú ML˚ {7‹ă£ uÇľt Ť ìÌĄú Ý‚ľ ¨ ,¸ř.

¸ľ3 ľt ĄW:œ£ :żý ľ@ŞKY, ML¸ ȷă;Ï Cć>ffiú `ŞL ML˚ Â Kœ£ Ÿ£ğ {Ň6 ÞEĆ :ęć Š£ŤŠČ sq èSSðú u9ăŹ ,ê `ăč ,œ £ Ž\ýř. ¸ şGńŞ ;ČG Ŋu3Y˚ pê:Êş:E.˚ üñ¸ 4:3:3 Aê` þ ,¸ ř. 5 Ŋuì˝˚ `X

• Yą§Á: `X

ŞŽù Íý` 1950[ÂĆ nflčźÏ AÃ §Á˚ sêĎ ÂŐĆ ffiqz ¡ –Ź ~ě ń §ç` üL –ř. ŞŽù Offi 1950[Â - %ŞÐ {Ňâ` ˚ ˇffiqŞ8t Ť §G õ PÌč Š£ŤŰ˚ „]¸ ˚ Xò˛Ï è§ - Ć ü>ýř. ¿èĆ {Ňâ -?ýĆ 9$ý Š£ŤŰú ìśăŹ {Ň6 ÞE¸ ˇffiq Ş8t, Š£ŤŰ¸Ĺ ,ú îY: œ£ §ÁăŹ sqõ %ı‚ăL uÇăŹ [C` Â~ü}ř. ¸ [CĆ Âć ąŽ( Y ›ù ľżú `ăă3 řÏ łî Ŋuffi(Íésq (formal language or automata)¸ ÁĆ §#ć Š£ŤŰ [ł˚ *Š§Á(parsing theory), Í« ¸Á(type theory)Ć § #ć Š£ŤŰ˚ ìś ¯ *Š§Á(strong typing, type inference), {7‹ă#˚ èSS ð uÇ §Á, Łř GSł(Lambda Calculus)Ć §#ć Š£ŤŠČ sq ¸Á#)ú¸ Ùć ŤÝffi¸ ąŽ( AÃ §Á˚ sêĎú !L –3 ü}ř.

ąŽ( ^Ä3 ;ÇăL –Ź {Ň6 ÞEù 1950[Âő [ ›ù [Cõ Ù´èÇř: ^£Ï ÞEĆt îY:œ£ ¡śþ Š£ŤŰú ˇȷŹ §Á¸ ŻÅć ,¸ř. Æ Ŋu ĆtŹ, ¸ăć §Á˚ łî¸ĘL Ł;ŞŹ Č`Ş [C - Śȷ˚ K;Ą *Š, Śȷ˚ /ŹÜ, Śȷ˚ ı§ /:Ü - õ y}ć Š£ŤŰ Ûu ¸ÁY u–:‚ èSSð uÇú `ľt ľ@ăšL ăŹ ,¸ř. ^Ä3 ŒôăŹ {Ň6 ÞEĆ /:‚ Š£ŤŠČ¸ ÁY ìCõ Æ Ŋu` ‹óľ ^ř8, řü èÂ˚ AÃ §Á˚ sêĎ ÂŐĆ ¿¿ă 3 z ¡ –ú ,¸ř.

• PçEC: `X

; ČGõ ă#˚ è$œ£ ZŹ Ÿ£ğĘ¸C¸Ő˚ ]@ù, AÃ§ÁÛbĆtŹ ; Şu: V!Ø {Ňâ˚ ?åœ£ ř` ąL–L, ¸ uSŹ ˝X GMĆ ßăȷŹ ] ˛ď ?fi ,ú Š‹ÜăŹ åĄú `ŞL –ř. voęĂ¸Ő˚ Ňţù ČG:œ£ ô ‹ć [Cõ ľ@ăšŹ Š£ŤŰú Â§œ£ Åuč ,¸L, /L˚ ĄŮú ‚: Ź¡ AŽ˚ Śȷ# Ú¸Íˇ¸ Ťăć ř¡˚ Š£ŤŰffiŽœ£ :èĆ ffqffiq¨ ,¸§ :[¸ř.

0Ęt, ¸ V!ØæĆ `$ þě& PÌüŹ Š£ŤŰ¸# Ú¸Íõ ďšnú ¡ –œ 8 ÍýŹ ěŰă3 üŞˇ, ı‘ă8 ÍýXĆ ?fi [Cõ ľ@ć ?åœ£ ¡Ù£Ù â ˛Åü§ Öř.

¸ő›ù yŠĆŹ ; Şuæ˚ {Ňâõ aŽœ£ ¸ôă8t sqŢ ‹ú ¡śľ` Ź ¡{¸ ˘L řjć Śȷ ÙĄffi¸ Sz˚ œ uìú č ,¸L, Æ Ŋu˚ ĄW:‚ @ìù /L ĄŮ˚ œú fSăŹ Ú Ż¡:‚ Š£ŤŠČ êu §Áú ČG:œ£ x êľ ¨ ,¸ř.

œL ıÒ

[AG97a] Martin Abadi and Andrew D. Gordon. A Calculus of Cryptographic Protocols: the Spi Calculus. In the Proceedings of the Fourth ACM Conference on Computer and Communications Security, 1997.

[AG97b] Martin Abadi and Andrew D. Gordon. Reasoning about Cryptographic Protocols in the Spi Calculus, 1997.

[BN96] Marc Brown and Marc Najork. Distributed Active Objects. Technical Report 141a, DEC Systems Research Center, 1996.

[Car94] Luca Cardelli. A Language with Distributed Scope, 1994. [CG98] Luca Cardelli and Andrew D. Gordon. A Calculus of Mobile Ambients, 1998. [DFW96] D. Dean, E. Felten, and D. Wallach. Java security: From hotjava to netscape and beyond. In Proceedings of 1996 IEEE Symposium on Security and Privacy, May 1996.

[FG96] Cédric Fournet and Georges Gonthier. The Reflexive CAHM and the Join-Calculus. In Proceedings of the Annual ACM Symposium on Principles of Programming Languages, 1996.

[FGL^+96] Cédric Fournet, Georges Gonthier, Jean-Jacque Lévy, Luc Maranget, and Didier Rémy. A Calculus of Mobile Agents, 1996.

[FLMR96] Cédric Fournet, Cosimo Laneve, Luc Maranget, and Didier Rémy. Implicit Type à la ML for the Join-Calculus, 1996.

[HKM^+98] Michael Hicks, Pankaj Kakkar, Jonathan Moore, Carl Gunter, and Scott Nettles. PLAN: A Programming Langauge for Active Networks, 1998.

[Lan94] C. Langton. Modeling adaptive autonomous agents. Artificial Life Journal, 1(1 and 2), 1994. [MPW89a] Robin Milner, Joachim Parrow, and David Walker. A calculus of mobile processes, part i. Technical Report ECS-LFCS-89-85, University of Edinburgh, 1989.

[MPW89b] Robin Milner, Joachim Parrow, and David Walker. A calculus of mobile processes, part ii. Technical Report ECS-LFCS-89-86, University of Edinburgh, 1989.

[MTHM97] Robin Milner, Mads Tofte, Robert Harper, and David MacQueen. The Definition of Standard ML (Revised). MIT Press, 1997.

[Nec97] George C. Necula. Proof-Carrying Code. In ACM Symposium on Principles of Programming Languages, pages 106–119, 1997.

[Pro] INRIA Project Cristal. (http://pauillac.inria.fr/cristal/).

[Rou96] F. Rouaix. A web navigator with applets in CAML. In Proceedings of the 5th International World Wide Web Conference, in Computer Networks and Telecommunications Networking, volume 28, pages 7–11, 1365–1371, 1996.

[SFG^+96] J. Smith, D. Farber, C. Gunter, S. Nettles, D. Feldmeier, and W. Sincoskie. SwitchWare: Accelerating network evolution(white paper), 1996.

[TLP^+93] Bent Thomsen, Lone Leth, Sanjiva Prasad, Tsung-Min Kuo, Andre Kramer, Fritz Knabe, and Alessandro Giacalone. Facile Antigua release programming guide. Technical Report ECRC-93- 20, ECRC, 1993.

[TW96] D. Tennenhouse and D. Wetherall. Towards an active network architecture. Computer Communication Review, 26(2), 1996.