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Part O

The Separating Conjunction

(a crash course)
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Separation Logic

XI->y * yl-> X
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Separation Logic
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Part |

Local Reasoning about Programs1

'S&tm'
!See O'Hearn, Reynolds Yang (CSL'01) and Reynolds (LICS'02) o
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Extreme Local Specification

THE SMALL AXIOMS
{x > a} [xl:= b {x > b}
{emp} x:= new() {x > — }
{x > — } dispose(x) {emp}

THE FRAME RULE

{PIC{Q}
{P+R}C{Q* R}

ModifiesOnly(C) N free(R) = ()

T
)



Extending Dispose

{x+——}dispose(x){emp}

{(x——) % R}dispose(x){emp * R} Frame

{(x——) * R}dispose(x){R} Consequence

{PYC{Q}
{P+xR}C{Q*R}

Frame Rule

R DR
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Example: DisposelList

while p#nil do

t:=p;
p:= p—tl;
dispose(t)

v,_gﬁ;%‘\?’
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Example: DisposelList

while p#nil do [Inv: list(p)]
t=p;
p:= p—tl;

dispose(t)

P



Example: DisposelList

{list(p) }

while p#nil do [Inv: list(p)]
t:=p;
p:= p—tl;
dispose(t)
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Example: DisposelList

{list(p)}
while p#nil do [Inv: list(p)]
{p—p" = list(p')}
t:=p;
{p=tn(t—p «list(p'))}
p:= p—tl;
{t—p « list(p)}
dispose(t)
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Example: DisposelList

{list(p) }

while p#nil do [Inv: list(p)]
{p—p" = list(p')}
t:=p;
{p=tn(t—p «list(p'))}
p:= p—tl;
{t—p « list(p)}
dispose(t)

{list(p)}
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Example: DisposelList

{list(p) }

while p#nil do [Inv: list(p)]
{p—p" = list(p')}
t:=p;
{p=tn(t—p «list(p'))}
p:= p—tl;
{t—p « list(p)}
dispose(t)
{ist(p)}
{list(p) A p = nil}
fenp}



Previously...

{def?(p.tl) A Fj.list([lis1,. .., ], p-tl, t| & p—Q)
I~ def?(l.(t ® p—Q)
9=p;
{def?(p.tl) A def?(q.tl) A Fj. list([liz1,- .., ], p-t], tl & g—Q)
J_y —def?(Ie.(t ® g—Q))
p:=p.tl;
{def?(q.tl) A Fj.list([li+1,. .., ], p, tI & g—Q) A
No_, — def?2(I.(t & ¢—Q))
{def?(q.tl) A (Fj. list([liz1,-.., ], p, t])
eq  def?(I.tl))[Q/ q.tl]
dispose(q);
{Fj. list([is, - s ], py th) A Ni_y = def 2 (Ix.tl)

17
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Disposing Two Lists

» Spec:
{1ist(p)} DispList(p) {emp}
» Proof:

{1ist(p) = 1ist(q)}
DispTree(p);

{emp x 1ist(q)}
DispTree(q);

{emp * emp}
{emp}

{P}C{Q}
{PxR}C{Q xR}

Frame Rule

18



Previously... you had to complicate the specification

{1list(p) A in-list(p, n)

A—in-list(p, m) A allocated(m) A m.f = m' A —allocated(o)}
DispTree(p)

{—allocated(n)

A—in-list(p, m) A allocated(m) A m.f = m' A ~allocated(o)}

10



Previously... you had to complicate the specification

{1list(p) A in-list(p, n)

A—in-list(p, m) A allocated(m) A m.f = m' A —allocated(o)}
DispTree(p)

{—allocated(n)

A—in-list(p, m) A allocated(m) A m.f = m' A ~allocated(o)}

» And previously things were (much) harder in concurrency... but some
of the complexity is alleviated using a cousin of the frame rule

{P1}G{1} {P}C{ @}
{P1* P2} (|| G{Q1 * Q2}

Concurrency Rule

.,3_3;::;& ;m,



Question: Might these ideas be used in program analysis?
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Question: Might these ideas be used in program analysis?

» Can we have truly local (deep) heap analyses?
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Question: Might these ideas be used in program analysis?

» Can we have truly local (deep) heap analyses?

» ... the Podelski intervention ...

.,3_3;::;& ;m,
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Part Il
An Abstract Domain /Post

(Space Invader)

Distefano, O'Hearn, Yang: TACAS'06

-SH_:M,
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Structure of Abstract Semantics

Ift(execute)

-
rearrange P(can)
-
CSH P(CSH)
t
SH: certain formulae SH —exectle , P(SH)

CSH: finite subset
can
CSH———>SH



Symbolic Heaps (SH)

Q = (BiA---ABy)A(H1*-- % Hp)
where
H == E—E |lseg(E,E)
B = E=E
W = x|x'|nil

Q means [3x/.Q] in Sep Logic

23

-



Linked List Segments

Iseg(E, F): acyclic, nonempty segment from E to F.
list(E) is shorthand for Iseg(E, nil)

Iseg(x, y) * Iseg(y, x)

e

Iseg(E,F) <= E#FANE—F
V(E#F A Jy.Ersy * Iseg(y, F))

24
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On Disposal

{P % x——} dispose(x)

o—o—
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On Disposal

{P % xr——} dispose(x)

o—

R DN
e
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On Disposal

{P % x——} dispose(x) {P}

o—

R DN
e
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On Disposal and Allocation Together

{P % x——} dispose(x) {P} z:=new(nil)

o—

-~
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On Disposal and Allocation Together

{P % x——} dispose(x) {P} z:=new(nil)

o—

o—|

20
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On Disposal and Allocation Together

{P % xr——} dispose(x) {P} z=new(nil) {P * z—nil}

o—

o—|

20
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On Disposal and Allocation Together

{P % xr——} dispose(x) {P} z=new(nil) {P * z—nil}

o—o—|

P
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On Disposal and Allocation Together

{P % xr——} dispose(x) {P} z=new(nil) {P * z—nil}

o—O—|

P
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On Disposal and Allocation Together

{P % xr——} dispose(x) {P} z=new(nil) {P * z—nil}

P
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On Disposal and Allocation Together
{P * x——} dispose(x) {P} zz=new(nil) {P % z——nil}

ﬁt—»ﬁ

P
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Allocation is Deterministic in the Logic

» {P} zz=new(nil) {P * z—nil}?

» Formula x—w % z+—nil is satisfied by both of

egg_m' \\k(,

2case when z not free in P
aE



Programming Language Operations

E ::=nil | x| expressions
S = skip | x:=E | x:=new() safe commands

A(E) ::=dispose (E) | x:==[E] | [E]:=E heap accessing commands
and while programs over them.

IR DRI
o)
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Rearrangement is...

Ift(execute)

rearrange P(can)
-
CSH P(CSH)
t
SH: certain formulae SH —exectle , P(SH)

CSH: finite subset can
CSH———SH

D o
' "‘iﬁfj@é\;\(t\



Rearrangement Rules

Q xlseg(E,G) —fg Q= E—x"x*lseg(x’,G)

Qxlseg(E,G) —g QxE—G

RQ+xF—G —g QxE—G if QF E=F

Q xlseg(F,G) —g Qxlseg(E,G) if QF E=F

rearrange(A(E)(Qo) = {Qi| Q1 —e Qi}  (size < 2)
rearrange(S)(Qo) = {Qo}

SN

28



Symbolic Execution is...

Ift(execute)

rearrange P(can)
-
CSH P(CSH)
t
SH: certain formulae SH —exectle , P(SH)

CSH: finite subset can
CSH——SH



Q* E—F,
Q* E—F,
Q,

Q,
Q* E—F,

Symbolic Execution Rules®

[E]:=G
dispose(E)
new(x)
x:=E
x:=[E]
A(E)

3T trumps in definition of execute

FEreld

a0

QR+ E—G

Q

Q[x'/x] * x>y’
x=E[x'/x] A Q[x"/x]

x=F[x'/x] A (Q % E—F)[x/X]

T

(if Q ¥ Allocated(E))

R AN
o)



can is...

Ift(execute)

-
rearrange P(can)
-
CSH P(CSH)
t
SH: certain formulae SH —exectle , P(SH)

CSH: finite subset
can
CSH———SH

a1



Abstraction Rules

Q * Iseg(E, x') x Iseg(x’,nil) — Q@ xIseg(E,nil)

» side condition: x’ not free in Q.

R DN
e
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Abstraction Rules

Q * Iseg(E, x') x Iseg(x’,nil) — Q@ xIseg(E,nil)

» side condition: x’ not free in Q.

» side condition for precision, not soundness: stops abstraction when x’
is shared.

xr—x"x Iseg(E, x') x Iseg(x’,nil) A Q@ xlIseg(E,nil)

P



Abstraction Rules

Q *Iseg(E, x) x Iseg(x’,nil) — Q@ xIseg(E, nil)

.,3_3;::;& ;m,
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Abstraction Rules

Q x E—x' xlseg(x’,nil) — Q@ xlIseg(E,nil)

43



Abstraction Rules

Q xlseg(E,x') x x'—nil — Q@ xlIseg(E,nil)

43



Abstraction Rules

Q*x E—x'xx'—nil — Q@ xlseg(E,nil)

-SH_:M,
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Abstraction Rules

Q *Iseg(E, x) x Iseg(x’,nil) — Q@ xIseg(E, nil)

.,3_3;::;& ;m,
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Abstraction Rules

Q * Ho(E,x') * Hi(x',nil) — Q@ xlseg(E,nil)

LS _gﬁ; %&ﬂ'
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Abstraction Rules

Q * Ho(E,x') * Hi(x',nil) — Q@ xlseg(E,nil)

» H(E,F) is of form E—F or Iseg(E, F)

-~
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Abstraction Rules

Q* Ho(E,x")x Hi(x',F) — Q xlseg(E,nil)

» H(E,F) is of form E—F or Iseg(E, F)
» side-condition: @ F F=nil

43



Abstraction Rules (Full Definition)

Z’=EANQ —  Q[E/Z]
QxH(x',E) —  Q=junk

Q x Ho(X',y") * Hi(y',x") —  @Qxjunk

H(E,F) is of form E or Iseg(E, F)
x',y’ do not occur other than where indicated.

a4



Abstraction Rules (Full Definition)

Z’=EANQR —

Q*H(X',E) —

Q# Ho(x',y") « Fa(y',x')  —
Q* Ho(E,x")x Hi(x',F) —

Q@ * Ho(E,x") x Hi(X', Fo) x Ha(F1, G) —

H(E, F) is of form E— or Iseg(E, F)
x',y’ do not occur other than where indicated.

a4

QIE/Z]
Q * junk
Q * junk
Q * Iseg(E, nil)

Q * Iseg(E, Fo) * Hy(F1, G)

"ﬁﬁf:%> ;m,



Fixed-point Convergence, and Correctness

» For a given finite collection of program variables, the collection of
formulae is infinite. E.g.,

" / / 1 " "
XI—)X/ Xl—)X/*X/—>X X=X ¥ X =X X% X —X

._,«_g::;& N
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Fixed-point Convergence, and Correctness

» For a given finite collection of program variables, the collection of
formulae is infinite. E.g.,

" / / 1 " "
XI—)X/ XI—)X’*X’—)X X=X * X H—X *x X H—X

» But

» The abstraction relation — is strongly normalizing
» The range CSH of — is finite. E.g.,

!/ !/ / 1" 1 / 1
XX xi—x" % x'—5x Iseg(x, x" )xx""r—x'

egg_m' \\k(,
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Structure of Abstract Semantics

Ift(execute)

-
rearrange P(can)
-
CSH P(CSH)
t
SH: certain formulae SH —exectle , P(SH)

CSH: finite subset
can
CSH———>SH

46



Soundness is Trivial

» Rearrangement: Q- \/ rearrange(Qp).

Qo =\ rearrange( Qo) {V Q}C{R}
{Q}C{R}

Strengthening Pre

P

a7



Soundness is Trivial

» Rearrangement: Q- \/ rearrange(Qp).

Qo =\ rearrange( Qo) {V Q}C{R}
{Q}C{R}

Strengthening Pre

» Execution: execution steps are true Hoare triples

{Qo} C{Ro} {@}C{R1}
{QV Q}C{RoV R}

Disjunction Rule



Soundness is Trivial

» Rearrangement: Q- \/ rearrange( Qo).

Qo =\ rearrange( Qo) {V Q}C{R}
{Q}C{R}

» Execution: execution steps are true Hoare triples

{Qo} C{Ro} {@}C{R1}
{QV Q}C{RoV R}

Disjunction Rule

» Abstraction: abstraction rules are true implications

{V Qo C{R} VREP(can)V R
{Qo}C{T}

Weakening Post

Strengthening Pre



Example: Circular List Filter

p=h; c=p->tl;
while (c!=h) {
0=C;
c=c->tl;
if (_) { /*remove o*/
p—>tl=c ;
dispose(0);
}
else { /* don’t remove */
p=0
}
}

48
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Example: Circular List Filter

Iseg(h, h') = Iseg (K, h)

p=h; c=p->tl;
while (c!=h) {
0=C;
c=c->tl;
if (_) { /*remove o*/
p—>tl=c ;
dispose(0);
}
else { /* don’t remove */
p=0
}
}

T
e
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Example: Circular List Filter

Iseg(h, h') = Iseg (K, h)

p=h; c=p->tl;
while (c!=h) { Iseg(h, p) * p—c x Iseg(c, h)
0=c;
c=c->tl;
if (_) { /*remove o*/
p—>tl=c ;
dispose(0);
}
else { /* don’t remove */
p=0
}
}

R DN
e
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Example: Circular List Filter

Iseg(h, h') = Iseg (K, h)

p=h; c=p->tl;
while (c!=h) { Iseg(h, p) * p—c x Iseg(c, h)
0=c;
c=c->tl; Iseg(h, p) * p—o * o—c * Iseg(c, h)
if (_) { /*remove o*/
p—>tl=c ;
dispose(0);
}
else { /* don’t remove */
p=0
}
}

R DN
e
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Example: Circular List Filter

Iseg(h, h') = Iseg (K, h)

p=h; c=p->tl;
while (c!=h) { Iseg(h, p) * p—c x Iseg(c, h)
0=c;
c=c->tl; Iseg(h, p) * p—o * o—c * Iseg(c, h)
if (_) { /*remove o*/
p—>tl=c ; Iseg(h, p) * pr—c * or—c x Iseg(c, h)
dispose(0);
}
else { /* don’t remove */
p=0
}
}

PR
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Example: Circular List Filter

Iseg(h, h') = Iseg (K, h)

p=h; c=p->tl;
while (c!=h) { Iseg(h, p) * p—c x Iseg(c, h)
0=c;
c=c->tl; Iseg(h, p) * p—o * o—c * Iseg(c, h)
if (_) { /*remove o*/
p—>tl=c ; Iseg(h, p) * pr—c * or—c x Iseg(c, h)
dispose(0);
} Iseg(h, p) * pr—c * Iseg(c, h)
else { /* don’t remove */
p=0
}
}

._,«_g::;& N
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Example: Circular List Filter

Iseg(h, h') = Iseg (K, h)

p=h; c=p->tl;
while (c!=h) { Iseg(h, p) * p—c x Iseg(c, h)
0=c;
c=c->tl; Iseg(h, p) * p—o * o—c * Iseg(c, h)
if (_) { /*remove o*/
p—>tl=c ; Iseg(h, p) * pr—c * or—c x Iseg(c, h)
dispose(0);
} Iseg(h, p) * pr—c * Iseg(c, h)
else { /* don’t remove */
p=o0 Iseg(h, p') * p'—p * p—c * Iseg(c, h)
}
}

.,3_3;::;& ;m,
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Example: Circular List Filter

Iseg(h, h') = Iseg (K, h)

p=h; c=p->tl;
while (c!=h) { Iseg(h, p) * p—c x Iseg(c, h)
0=c;
c=c->tl; Iseg(h, p) * p—o * o—c * Iseg(c, h)
if (_) { /*remove o*/
p—>tl=c ; Iseg(h, p) * pr—c * or—c x Iseg(c, h)
dispose(0);
} Iseg(h, p) * pr—c * Iseg(c, h)
else { /* don’t remove */
p=o0 Iseg(h, p') * p'—p * p—c * Iseg(c, h)
} Iseg(h, p) * pr—c * Iseg(c, h)
}

P
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Example: Circular List Filter

p=h; c=p->tl;
while (c!=h) {
0=C;
c=c->tl;
if (_) { /*remove o*/
p—>tl=c ;
dispose(0);
}
else { /* don’t remove */
p=0
}
}

490
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Example: Circular List Filter

p=h; c=p->tl;
while (c!=h) {
0=C;
c=c->tl;
if (_) { /*remove o*/
p—>tl=c ;
dispose(0);
}
else { /* don’t remove */
p=0
}
}

490
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Example: Circular List Filter

p=h; c=p->tl;
while (c!=h) {
0=C;
c=c->tl;
if (_) { /*remove o*/
p—>tl=c ;
/* dispose(o);*/
}
else { /* don’t remove */
p=0
}
}

490

._pq&::%‘\’» ;m,



Example: Circular List Filter

p=h; c=p->tl;
while (c!=h) {
o=c;
c=c->tl;
if (_) { /*remove o*/
p—>tl=c ; Iseg(h, p) * pr—c * or—c x Iseg(c, h)
/* dispose(o);*/
}
else { /* don’t remove */
p=o0
¥
¥
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Example: Circular List Filter

p=h; c=p->tl;
while (c!=h) { Iseg(h, p) * p—c * o—c * Iseg(c, h)
o=c;
c=c->tl;
if (_) { /*remove o*/
p—>tl=c ; Iseg(h, p) * pr—c * or—c * Iseg(c, h)
/* dispose(o);*/
}
else { /* don’t remove */
p=o0
¥
¥

.,3_3;::;& ;m,
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Example: Circular List Filter

p=h; c=p->tl;
while (c!=h) { Iseg(h, p) * p—c * o—c * Iseg(c, h)
o=c; Iseg(h, p) * p—c * o'+>c x Iseg(c,h) No = ¢
c=c->tl;
if (_) { /*remove o*/
p—>tl=c ; Iseg(h, p) * pr—c * or—c * Iseg(c, h)
/* dispose(o);*/
}
else { /* don’t remove */
p=0
}
}

.,3_3;::;& ;m,
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Example: Circular List Filter

p=h; c=p->tl;
while (c!=h) { Iseg(h, p) * p—c * o—c * Iseg(c, h)
o=c; Iseg(h, p) * pr—c * junk * Iseg(c,h) Ao = ¢
c=c->tl;
if (_) { /*remove o*/
p—>tl=c ; Iseg(h, p) * pr—c * or—c * Iseg(c, h)
/* dispose(o);*/
}
else { /* don’t remove */
p=0
}
}

.,3_3;::;& ;m,
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Example: Circular List Filter

p=h; c=p->tl,
while (c!=h) {
0=c¢;
c=c->tl;
if (=) { /*remove o*/
p->tl=c ;
dispose(0);
}
else { /* don’t remove */
p=o0
}
¥
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Example: Circular List Filter

p=h; c=p->tl,
while (c!=h) {
0=c¢;
c=c->tl;
if (=) { /*remove o*/
p->tl=c ;
dispose(0);
}
else { /* don’t remove */
p=o0
}
¥

50

T
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Example: Circular List Filter

p=h; c=p->tl,

while (c!=h) {
o=c;
c=c—>tl;

if (=) { /*remove o*/
e=o0->tl; p—>tl=e;
dispose(0);

}

else { /* don’t remove */
p=o
}

50
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Example: Circular List Filter

p=h; c=p->tl,
while (c!=h) {
o=c;

/* c=c->tl; */

if (=) { /*remove o*/
e=o0->tl; p—>tl=e;
dispose(0);
}

else { /* don’t remove */
p=o
}

50



Example: Circular List Filter

p=h; c=p->tl,
while (c!=h) {
o=c;

/* c=c->tl; */
if (=) { /*remove o*/
e=o0->tl; p—>tl=e;

dispose(0);
}

else { /* don’t remove */
p=o0

}

c=c—>tl;

50
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Example: Circular List Filter

p=h; c=p->tl,
while (c!=h) {
0=c;

/¥ c=c->tl; */
if (=) { /*remove o*/
e=o0->tl; p—>tl=e;

dispose(0); o=c
}
else { /* don’t remove */
p=o0
}
c=c—>tl; o=c, crash!

50
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General Properties

» memory safe, if analysis does not report T

» no memory leak, if junk does not show up

-

51



General Properties

» memory safe, if analysis does not report T

» no memory leak, if junk does not show up

» The analysis

» proves memory safety and no leak for circular filter
» proves memory safety and indicates potential leak in junky circular filter
> Indicates potential crash in crashing circular filter

R1



Example: Circular List Filter

p=h; c=p->tl,
while (c!=h) {
o=c;

/* c=c->tl; */

if (=) { /*remove o*/
e=o0->tl; p->tl=e;
dispose(0);

}

else { /* don’t remove */
p=o
}

c=c->tl;

9]

T
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Example: Circular List Filter

p=h; c=p->tl,
while (c!=h) {
o=c;

/* c=c—>tl; */
if (=) { /*remove o*/
e=o0->tl; p->tl=e;

o—>tl = o;
}

else { /* don’t remove */
p=o0

}

c=c->tl;

9]

T
e



Example: Circular List Filter

p=h; c=p->tl,
while (c!=h) {
o=c;

/* c=c—>tl; */
if (=) { /*remove o*/
e=o0->tl; p->tl=e;

o—>tl = o;
}
else { /* don’t remove */
p=o0
}
c=c->tl;
} Memory Safe, But Loops

-
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Example: Circular List Filter

p=h; c=p->tl,

while (c!=h) {
o=c;
c=c->tl:

if (=) { /*remove o*/
e=o0->tl; p->tl=e;

o—>tl = o;
}
else { /* don’t remove */
p=o0
}
c=c->tl;
} Memory Safe, But Loops

R AN
b
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Example: Circular List Filter

p=h; c=p->tl,

while (c!=h) {
0=c;
c=c->tl:

if (=) { /*remove o*/
e=o0->tl; p->tl=e;

o—>tl = o;
}

else { /* don’t remove */
p=o0

}
/* c=c->tl; */
} Memory Safe, Leaks, Termmatepg%&x,
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Terminating Loop

p=h; c=p->tl,

while (c!=h) {
o=c;
c=c—>tl;

if (=) { /*remove o*/
e=o0->tl; p->tl=e;

o—>tl = o;
}

else { /* don’t remove */
p=o0

}

/¥ c=c->tl; */
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Terminating Loop

p=h; c=p->tl,

while (c!=h) { h—p * p—c * Iseg(c, h)
o=c;
c=c—>tl;

if (=) { /*remove o*/
e=o0->tl; p->tl=e;

o—>tl = o;
}

else { /* don’t remove */
p=o

}

/¥ c=c->tl; */
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Terminating Loop

p=h; c=p->tl;

while (c!=h ) { h—p * prc * Isegh(c, h) Ak = ks
0=C¢C;
c=c->tl;

if (_) { /*remove o*/
e=o0->tl; p—>tl=e;
o—>tl = o;

else { /* don't remove */
p=o
}
/¥ c=c->tl; */
} S
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Terminating Loop

p=h; c=p->tl;

while (c!=h ) { h—p  pr—c * Isegh(c, YAk = ks
o=c; h—p  pr—c * Isegh(c, Ak = ks Ac = o
c=c—>tl;

if (1) { /*remove o*/
e=0->tl; p—>tl=e;

o—>tl = o;
}

else { /* don't remove */
p=o0

}

/* c=c->tl; */
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Terminating Loop

p=h; c=p->tl;

while (c!=h ) { h—p  pr—c * Isegh(c, h)Ak = ks
o=c; h—p * prsc * IsegX(c, Ak = ks Ac = o
c=c->tl; h—p  pr—o % o * Isegk(c, )AK' = ks A k < K’

if (_) { /*remove o*/
e=0->tl; p—>tl=e;
o—>tl = o;

else { /* don’t remove */
p=0

}

/¥ c=c—>tl; */
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Terminating Loop

p=h; c=p->tl;

while (c!=h ) { h—p  pr—c * Isegh(c, h)Ak = ks
o=c; h—p * prsc * IsegX(c, Ak = ks Ac = o
c=c->tl; h—p * pr—o % or—c * Isegk(c, h)Ak < kg

if (_) { /*remove o*/
e=0->tl; p—>tl=e;
o—>tl = o;

else { /* don’t remove */
p=0
}

/¥ c=c—>tl; */
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Non-Terminating Loop

p=h; c=p->tl,
while (c!=h) {
o=c;

/* c=c—>tl; */
if (=) { /*remove o*/
e=o0->tl; p->tl=e;

o—>tl = o;
¥

else { /* don’t remove */
p=o

}

c=c->tl;
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Non-Terminating Loop

p=h; c=p->tl,
while (c!=h) { h—e % c—c x Iseg(e,h) A\p=o0=c
o=c;

/* c=c—>tl; */
if (-) { /*remove o*/
e=0->tl; p->tl=e;

o—>tl = o;
}

else { /* don’t remove */
p=o

}

c=c->tl;
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Non-Terminating Loop

p=h; c=p->tl;
while (c!=h) { h—e % crc * Isegk(e, ) A p = 0 = cAk = ks
o=c;

/¥ c=c—>tl; */

if (0) { /*remove o*/
e=o0->tl; p—>tl=e;
o—>tl = o;

else { /* don't remove */
p=o
}
c=c—>tl:
' a5
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Non-Terminating Loop

p=h; c=p->tl;
while (c!=h ) { h—e % cr—c * Isegk(e, ) A p = 0 = cAk = ks
0=C(;

/¥ c=c->tl; */

if (1) { /*remove o*/
e=0->tl; p—>tl=e;
o—>tl = o;

else { /* don’t remove */
p=0 h—ex c—cxlsegh(e,h) Ap=o0=chk =k
}

c=c—>tl;
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Non-Terminating Loop

p=h; c=p->tl;
while (c!=h) { h—e * c—c * Isegk(e, h) A\ p = 0 = cAk = ks
0=C;

/* c=c->tl; */

if (_) { /*remove o*/
e=0->tl; p—>tl=e;
o->tl = o;
}

else { /* don’t remove */

p=0 h—exc—cxlsegh(e,h) Ap=o

}

c=c->tl; h—e x crc * Isegk(e, ) A p = o
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= cNk = ks

= cNk = kg
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CAV'06 paper on termination (Berdine, Cook, Distefano,
O'Hearn)

» Alter the TACAS'06 (Space Invader) abstraction to get a
depth-finding abstraction: Sonar

Iseg”(x, y) k> j k=j
» Mix in some transition invariant theory (Podelski-Rybalchenko,

LICS'04)

» A termination analysis, Mutant, which

» Proves termination for circular filter and junky circular filter
» |dentifies termination bug in looping circular filter
» Says nothing about liveness of crashing circular filter
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