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NETWORKWORLD

Many Android apps leak user privacy data

cnet News

What's that Android app doing with my data?
The &

2 out of 3 Android apps use private data ‘suspiciously

Goone provections ‘maicient Smartphone Apps Spread

Personal Info, Study Finds

Study Shows Some Android Apps Leak User Data
Without Clear Notifications

Google Android apps found to be sharing
data

-
imsnbc.com
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Project SCANDAL

e 7|¥F o] &: Q k3] A (abstract interpretation)
2. any property + any language

o) 17

= 'P—?—: EAH]E vs 2 Yo ek

° A Dalvik A} (not Java, not C _
%@ﬁ 7171 (Dalik) W (not Java, not C) R%—:SAECcen’rer
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ScaNDAL A%

ol e | B4 | vz | 459
27| AR 2R | HAJAFE
(KB) | (2)| (MB)| += 3%
Kids Preschool Puzzle 87 6 67 | SIX AKX — Flurry
Job Search 167 6 121 | IAAHE — A
Kids Shapes 225 9 164 | 91045 — Flurry
Kids ABC Phonics 134 12 77 | $1AA R - Flurry
Backgrounds HD Wallpapers | 109 17 143 | 7171 /WS — AH
Bible Quotes 138 36 278 | XA H — AdSense
ES Task Manager 158 86 433 | )X A H — AdSense
Multi Touch Paint 198 | 174 740 | 91X A2 — AdMob
Adao File Manager 255 | 220 | 1160 | 91X A% — AdMob
(D-Day) The Day Before 293 | 626 | 2761 | 91X HE — AdMob
2] % FreeSMS 387 | 708 1249 | FoEWE — A
Shot Gun Free* 95 36 164 | AN AE, FHEAS, 71711/ E — 4 M
Baseball Superstars 2010* 165 61 285 | IAAR, FUWERT, 7] 7| TFHE — A4 A
Monkey Jump 2* 169 74 442 | JIAAE, FAENS, 772/ E — A AW
Gold Miner* 191 81 481 | JIAAE, FAENS, 772 /FWNE — A AW
Mini Army* 480 | 174 | 1292 | X AE, FUHEHE, 71713FHE — ot AW
Xing Metro* 253 | 23049 1784 | SIXAE, FUEWNT, 71712 FHE — o A

o T4 wle] Q7] F8 f + nlFA upzle] Mzd g*
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¥ . Google Wallpaper 4.2.2

Wallpapers.onCreate(Bundle)
callv TelephonyManager.getDeviceId()
move-result r3 _
77| aRHE
puts r3 eWallpaperConst.IMEI

SearchTagsActivity.initTagWebview() l

get r@ r3 SearchTagsActivity.mWebView

get rl r3 SearchTagsActivity.mSharedPreferences
calld XMLTools.getSearchURL(r1)

move-result ril

callv WebView.loadUrl(ri)

initTagWebView()
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9% : Google Wallpaper 4.2.2

XMLTools.getSearchURL(SharedPreferences)

calld XMLTools.getlLocale_version IMEI_W_H(r4) _
move-result r2

callv StringBuilder.append(ri,r2)
move-result ri
calld EwWallpaperHttpHelper.getSignatureParamString()
move-result r2

callv StringBuilder.append(ri,r2)
move-result ri

callv Stringbuilder.toString(ri)
move-result re

return ro
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9l : Google Wallpaper 4.2.2

XMLTools.getLocale_version_IMEI_W_H(SharedPreferences)

Tt 717l afE
gets r5 eWallpaperConst.IMEI

callv StringBuilder.appen
move-result r4

callv StringBuilder.toS#ring(r4)
move-result r
return r4

.

getLocale_version_IMEI_W_H()
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9 : Google Wallpaper 4.2.2

XMLTools.getSearchURL(SharedPreferences)

calld XMLTools.getlocale_version_IMEI_W_H(r4)
move-result r2
callv StringBuilder.append(ri,r2)
move-result ri
calld EWallpaperHttpHelper.getSignatureParamString()

getLocale_version_IMEI_W_H()

initTagWebView()

getSearchURL()

move-result r2
callv StringBuilder.append(ri,r2)
move-result ril

callv Stringbuilder.toString(ri)
move-result r

p: A L i/wallpapers/pk
return re@ search_keywords?"+IMEI+SignatureParamString
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9 : Google Wallpaper 4.2.2

Wallpapers.onCreate(Bundle)

callv TelephonyManager.getDeviceId()

move-result r3
puts r3 eWallpaperConst.IMEI

SearchTagsActivity.initTagWebView()

get ro r3 SearchTagsActivity.mWeb:

get rl r3 SearchTagsActivity.mSh
calld XMLTools.getSearchURL(r1)
move-result ri

callv Webview.loadUrl(ril)

iew
redPreferences

photos/search_keywords?"+IMEI
+SignatureParamString

“*htep:/J /www.imnet.us/agllwallgagers/J

]
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Market

Free Monkey Jump 2 Download

Monkey Jump 2 Monkey Jump 2 2.1

DS Effects
INSTALL JLEE > Monkey Jump 2 Monkey Jl.lmp 22.1

VS download
L:i::;;i“““ Monkey Jump 2 Monkey Jump 2 2.1 - more info
BEHBF % Monkey Jump 2 2.1
(0fF4)
ast 30 days
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o Bizxd 9}
o Al d(Monkey Jump 2, Gold Miner, Mini Army, Baseball
Superstars 2010, Shot Gun Free)
o 24 & s§(Xing Metro)
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source pool

€ — 0 — A

build script source code syntax trees

fix bugs @

modeling
bug report anayzed real execution paths
execution behavior
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Dalvik 210] A A7 o= e}

e 9 7] Al o] Dalvik
o 2200 7] 2] ™ o)

o o AL F AE E gEolr) ue
o Lo Tjt o u] B9, HM A gl

=
=] 2
e 2418 Dalvik Core 2] + HI 7| =
o 12709 WHolz &
o HlolE HZ: move, istype, new, get, put
o &E Alo]: call-direct, call-virtual, return,
throw, jmpnz, switch, skip
o T U oYU E HEFFES

@ move*, const*, unop*, binop*, ... — move

U @ return v — move r, r, ; return R%SAE( center
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Dalvik Core
Static Analysis
Formal Design Document
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Dynamic Method Dispatches

o B AHE BAo] 27
o AAZ QoluhA] b EEL FAFA A7
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Listeners

o Java®] Z% v 4 T (callbacks)
o Aj&Hlo] T EeE HWaE
o Z2IY F=A AY SEHA

pu—
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o

o m2aa 9vole] 45AEe T
o FA9 (M HA, HE, A2 W3}
o 0S<] AW SHWIiFi On/Off, BlE 2] %)
0 979 BA7)E
o ListenerE thF= W o] & A Ado]o] =7}
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o Javad] o943 Be] by
o °tﬂ94(Exception) Eele) A4S @R
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Reflections

J
o TJRE| L2712 Reflectiono]] £219 A+5
ojgstEE &3] 4
o A7 ohd A& kAsHA 24
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theory

pl, se, veri.

cmplr

“Q oF3|| A abstract interpretation”
“type system”, “model checking”, “theorem provi

“data-flow analysis”, etc.
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“QubA": saglolsl Jo] FAS

e C, Java, ML, Bluespec, Dalvik, x86, binary, etc.

o "buffer overrun?”, “memory leak?”, “unhandled exn?”
“x=y at line 27", “memory use < 2K?", “terminate?”,
“race?”" etc.

“One-on-One”: &4 7]171%, 190o] 14 4. R%SAECcen’rer
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e ScanDAL/X

e Cloud system sw 75 /94 AE)A &9
e e.g. Xen Hypervisor core 73
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