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UNDER-S-SKIP UNDER-S-ASSIGN
m'FE|n*

((¢, skip), m™) =™ (next(£), m™) ((6,x:=E), m*) =™ (next(£), m*[x — n*])

UNDER-S-SEQ

((£,C1;C5), m*™) =™ (next(£), m™)

UNDER-S-IFTRUE

((¢,if E then C; else C3), m") =" (nextTrue(?), filterTrue(m*, E))

UNDER-S-IFFALSE

((¢,if E then Cj else C3), m") —™ (nextFalse(¢), filterFalse(m™, F))

UNDER-S-WHILETRUE

({¢,while E do C), m*) —* (nextTrue(f), filterTrue(m™, E))

UNDER-S-WHILEFALSE

((¢,while E do C), m™*) —™ (nextFalse(¢), filterFalse(m”*, E))

F7 o YA 2 A 0] 2 o] F-of
A7) Ao} 932 VAT Lat while o A L3 9] Wl & A o] 9] HEIE hehuth Lo

LO: x := 1;

L1: y := readInt;

L2: while (x < y) do
L3: x :=x + 1;
L4:

L5:

Figure 4.3: 5A Al 23 24 43 A
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4 A 4 A (] 4 A .
3 3 . 3 (]
2 4 24 e 24 o
1 14 e 14
1 2 3 4 57 1 2 3 4 57 1 2 3 4 57
(a) LO (b) L1, L2 (c) L3
Figure 4.4: /33 Abel, Iteration 19| A 2] & oF v 2 g
- _ __ y
51 . 54 ° ° 54 ° °
44 (] 44 o ° 41 ° °
3 . 3 ° a 3 ° °
old m™* LU* new m* old m™* LU* new m*
2 A Lo 2 A K 2 A Lo
11 1A 14
1 2 3 4 57 1 2 3 4 57 1 2 3 4 57
(a) L4 (b) L3 (c) L4
Figure 4.5: 33 Abg, Iteration 20| A 2] & oF v &2 g
Yy Yy
5 4 o ° ° 54 ° ° °
4 4 ° ° ° 4 A ° ° °
old m* L* new m* old m* U*new m*
31 ° ° 34 ° °
2 5
14 1
1 2 3 4 57 1 2 3 4 57
(a) L3 (b) L4
Figure 4.6: A-Z A}#, Iteration 30| A1 9] & oF W &2 2]
2ol AL A3t A, AAE HA T 2 A Z7HA ] A7t AA A& ofnjof 28-S BHAs
Corollary 1o] w}e}, 919} 2 B40] s £k AAE WHE 2 A A7) A7} QA 2
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LO: x := 1;

L1l: y := readInt;

L2: while (x < y) do
L3: x :=x + 2;
L4:

L5:

Figure 4.7: 7] o] 5= &4 A 9f oA
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2 |® ]| 2 |® ] 21 K
14 14 14
1 2 3 4 57 1 2 3 4 57 1 2 3 4 57
(a) L3, iteration 1 (b) L4, iteration 1 (c) L3, iteration 2

Figure 4.8: A 3) A}#, Iteration 1-20)| A1 2] 2 °oF W 2 2]
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Abstract

Static analysis is a technique for detecting potential program errors without executing the program.
Traditionally, static analyzers have primarily relied on over-approximation, which conservatively includes
all possible program executions. While such analyses are effective in proving the absence of errors, they
suffer from the limitation that reported errors are not guaranteed to occur in actual executions. As a
result, analysis results often contain many false alarms, which reduces their practical usefulness.

To address this limitation, this thesis focuses on under-approrimation—based static analysis, which in-
cludes only a subset of actual executions while guaranteeing that every execution reported by the analysis
can indeed occur at runtime. In particular, we propose a general analysis framework for systematically de-
signing under-approximate analyzers, based on the semantic-function—oriented structure commonly used
in the abstract interpretation framework.

We define the program semantics using small-step semantics and collecting semantics, review the
conventional over-approximate analysis framework built upon them, and introduce an under-approximate
abstract semantics that reverses the direction of the inclusion relation. We identify sufficient conditions
on the initial states, abstract semantic function, and abstract join operator, under which analysis results
are contained in the concrete program semantics and remain semantically valid even if the analysis is
terminated early.

Furthermore, we apply the proposed framework to a simple imperative language and design an under-
approximate analyzer. Through illustrative examples, we examine the characteristics and limitations of
under-approximate analysis in practice, and show that the expressiveness of the abstract domain plays
a crucial role in the precision and progress of under-approximate analysis. In particular, we discuss the
limitations of the widely used interval domain in the context of under-approximation.

By formalizing under-approximate static analysis within a semantic-function—based framework, this
thesis provides a theoretical foundation for analysis results that witness the actual existence of errors,

and establishes a basis for the complementary use of over-approximate and under-approximate analyses.

Keywords: static analysis, program analysis, abstract interpretation, under-approximation, completeness
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